Harcourt Web Hosting Services


Content Integrity and Congruence








	It is vital to ours and our client’s reputations that we maintain a high standard of integrity on all public facing content that Harcourt hosts on its web servers. To that end every available action must be taken to prohibit and detect web site defacement: either in content or offsite links. A two-pronged approach is proposed.








	The tool Watchfire (formerly known as LinkBot) provides content analysis such as checking for defined objectionable words either on local content or on external links as well as locating broken links. The Apache web server can be configured to set what is known as a “Pragma” to let the browser or Watchfire software be aware if the content has changed since it was last cached locally. In addition Publishing Standards should be set to define what external sites BU’s can and cannot link to.





	Second a publishing scheme would be deployed that involves the content owner copying changes via a Secure FTP client on a windows or unix host to a Quality Assurance environment. The QA environment would be not be publicly visible nor would it be on the same host as the public facing version of the content to prevent tampering. The QA environment would be available as an internally accessible web site so that the content owner can validate and approve changes. This will also allow Harcourt to leverage TSC’s test lab for regression testing and acceptance. Once the QA content is approved it would then be checksummed using a MD5 hash algorithm which is then stored away read-only on the monitoring hosts. The content is then “pushed” out to the public facing web server and is made publicly available. Once per hour the static portions of the content would be validated against the “Gold Copy” of the MD5 checksums by the monitoring hosts to ensure no tampering has occurred since the QA approval stage.





	The workflow would appear as follows:
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Segmentation of the various environments would be as illustrated:
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Notes:





http://kinscoe.harcourt.com/whs/papers/Preventing%20Web%20Site%20Defacements/





http://www.ticm.com/kb/faq/idsfaq.html











 














